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To the Editor:

The paper mentioned about a POW (Proof Of Work) con-
sensus algorithm in the blockchain system. I thought that
Dwarna uses the POW algorithm so that they need the
strong protection against known seven attacks. POW and
other consensus algorithms are known to be vulnerable to
the known attacks. Dwarna uses X.509 protocol instead of
the existing consensus algorithms. However, detection and
protection mechanisms against X.509 vulnerabilities are
needed in blockchain applications.

Mamo et al. wrote an article entitled “Dwarna: a block-
chain solution for dynamic consent in biobanking” [1]. The
authors did not show any mechanisms of detection and
protection against blockchain consensus attacks in the
paper. As long as blockchain consensus algorithms are used
in applications, we must provide detection/protection
mechanisms against malicious attacks. There are unknown
attacks and known attacks against blockchain consensus
algorithms [2]. The existing consensus algorithms are POW,
POS (Proof Of Stake), DPOS (Delegated Proof of Stake),
RPCA (Ripple Protocol Consensus Algorithm), and SCP
(Stellar Consensus Protocol). As far as we know, there is no
perfect protection against POW and other consensus algo-
rithms. Known attacks are 51% attack, Long Range attack,
DDoS attack, P+Epsilon attack, Sybil attack, Balance

attack, and BGP Hijacking respectively. However, the
authors informed me that Dwarna uses X.509 protocol
instead of the existing consensus algorithms which was not
mentioned in the paper. X.509 protocol is de facto standard
for public key infrastructure. They need to embed the
necessary protection against X.509 vulnerabilities because
they are listed in top 5 open source vulnerability (https://
securityboulevard.com/2019/12/top-5-new-open-source-
security-vulnerabilities-in-november-2019/).
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