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Branch IP Filter for the Real-time Infected Process Nullification

Ruo ANDOt and YOSHIYASU TAKEFUJItt

Since the emergence of malicious code loading blended attack in 2001, it has been required
to prevent the malicious process on real-time and minimize the damage caused by delay time
about updating vulnerable program to protect mission critical servers. In this paper, we
introduce a branch IP filter, based on debug and instruction trace technology for real-time
malicious process nullification. The proposal system, which relied on the concept of process
debugging is applied for the prevention of buffer overflow, which makes it possible to nullify
the infected process without rebuilding the application. Previously, no technology of stopping
malicious process without recompiling source code or rebuilding software has been proposed.
The branch IP based technique enables us to achieve real-time nullification of illegal execution
and evading rebuilding software at the same.time. In experiment, CPU utilization of detect-
ing bufferoverflow, CPU time corresponding the number of calling function and protecting
some operation of database server is measured and evaluated. As a result, proposal system
could be applied for the servers with reasonable system resource utilization for the operation
of servers connected to the Internet.
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user root
buffer overflow 1,269 520
format string 153 70
mata character 155 58
race condition 145 52
boundary error 254 32
dir traversal 309 17
XSS 190 14
unknown 74 7

7—% vV —X: http://icat.nist.gov/icat.cfm
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Fig.2 Signature of polymorphic/metamorphic buffer
overflow.
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Fig.3 Proposal detection and prevention method.
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Fig.5 Register allocation in debug control MSR.
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header

v

set INTO1H

v

register improved I NTO1
handler

v

save process ID
i -
( Return )

6 TutiMEl—F 2l INTOIH gAY F
VAR AV
Fig.6 Inserting INTO1H and registering improved

exception handler using process structure routine.

A ME T 4 V& L1, Z? LastBranchFromIP 7»
b, 17—=r7 FLARBEIZFH S5 CALL/RET
M E7ANY L, EIP *RERETLLOD NS
ANTHDL, FOERTIE, K742, h—% 0L
TNy A EPUIERER - TWBD, Uy -7 FL
ADYRTF =v 71 L L T 5 L) SIZEMY S
. AT, K74 NVIOEEEZRLELDTHS.
WE VAT L FTHENT S 70 b 2255k 44 LB A
EITENdE, 702 Hh5 INTOIH 2SFITEN 5.
I1A-32 70t v %5 5 LastBranchFromIP O &S
% 5 11 BranchIP filter IZHIf##2#4. 2T, CALL
& RET #4712t U C, BranchIP DR & AT

bILD, MEVATLATIE, Ay rLa—Fin
IAEVHETHEL:.

H—=ANT Ny L, CPU & OS O TEIEL, 7
Ny TOMRELZ>TWBTOLAPMEILT S L, #
W2 OS o7 Ny HIZBY, Fio/oky DR F—
FAERE ERRIRTAI LD TEL, BEVAT A

Tid, DIEGHRET 4 V7 % HWT OS OfE -z
EHERT O 2 TR E4T) £, H—%
WTINy I BREEZ - T 5. 20R, Tu
YANRIELRT 72 A% Z1F 7234, ERERBBHE %17
D ENUERIC R 5.

LRI 7 4 VY & FVIARE 7 0 & A LR O % 1941

ﬂNL XX

stack recorder|~_|

\

Branchl P_processor
A ‘

LastBranchFroml P ll NT 01H

1A32 Processor

®7 SEGFRET NS
Fig.7 BranchlP filter.

B8 X, RTANIOHEFIHZRLIZODTH
b, MEVAT AT, A4 VBEHEOTY MY FESL >
M, W= F9 277V =0 RA VM EFRELTWS
0, e aETRIZIE ORI InmunelNTO1H A5
EITENDL L) hoTwA, HRELT, BEHR7O
AR TEFTINEHTHGEFIIOVT, O—hVE
B OV LIS E % CALL & RET #5482 Last-
BranchFromIP #HUf§ T&, HIRHIZT FLADHE
PO TRV ET S I LT R A, TR
VADYERT =y 712k, A v L a—Fkwnd R
BUBELTHEL:. R v La—53, Hlkdas
WET 4 )V ORIZHE L7z FIFO Blo 2 £) #5E T
&Y, LastBranchFromIP ##M+5. ik g
HOBEFHIFUH Lo Th 786, BRBICHRUH SR
EBOBRRZ, FEATT7 FLAPRSY v La—¥
WKHHENTWAEETYH, BEDLI— FREIBT
B ETHIETEDL L WVIHMAICR-TVE,

LT, 2% v 7L a— 5 olsk L B EDE
ME R,

Typedef struct IMMUNE_STACK_LIST
{
LIST_ENTRY m_ListEntry;
ULONG ProcessID;
ULONG *StackPointer;
LONG CurrentStackLocation;
HMMUNE_STACK_LIST,
PIMMUNE_STACK_LIST;
Z Z T, ProcessID LI L2570t 20
ID, StackPointer Z387E D EIP O BT 2729
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1942

-

START Tracing ]

v

clear trace flag of DR6

v

obtaining LastBranchFroml P

v

obtaining El P from LastBranchFroml P

Relative near CALL?

Direct far CALL?

Aug. 2005

near RET with
POP?2(0xC2)

NO
YES
- far RETwith
POP2(OXCA)
NO

= ]

POP from stack

To improved Q
exception handling
recorder 4

(Ox9A)

—
To improved
exception handling

PUSH from stack
recorder

M8 HlEHSRET 4Ny OBE7O—
Fig.8 Flow chart of BranchlIP filtering.

DHRA ¥, CurrentStackLocation (3% A ¥ % nl
RO ShGED, BENOAY v 7 La—FDORS
Thb. SlEfH4anE%Iic, CALL % RET »0¥E
% L7, CALL&AFEFT SN ROEARAY v 7V
a—# |2 EIP OfiZ#MT 5. £/, RET @H0O%E
4713 CurrentStackLocation D& & 4721F, Stack-
Pointer * BB L 256 A v 7 L a—¥EEL, B
EDEIP LRALT FLADROH»o7238E1d RET 2L
BIBY, RovbhhoBaid Ny 774 =17
O—HEE-LbDE LT, 7TULADEERELIT).

5 W H FIE

5.1 %) #3 4t

KETIE, B—EY AT 2OMPACFNELRT.
FIFg1 —1: 7ot XADIRE

s RO 7a v A% LY A M) oAb,
FIE1— 2 I— Ny 7 BEBEDOEF

T AREEE IO SN - Ny 7B R
45, FEHKE, TokA0u— FERICRE TR
BB ELT).
FME1—3: A% vz La—youmiit
SETIEME T 4 VFHT, ETT7 FLADOKEMER
BEFIAY v 7 La—F a5,

52 7Ot€XxmHO-—FK

KETIE, B TR — Ny 7 RN TOR
HEIEERT.
FIE2—1:%—% v b Tt RADHE

FME1— 1 THEARALZEZRE D LI, BHT LT
L ADBEHEIREDLDTH L 0HET 5.

FIE2 — 2 KRBT F T OB

HABRT A AL ) TEREESHRRT, ARFHSNNCF
S RBET L. DlEGSUET 4 VL, TOURE
BN FIHNTETEINS.

FhE2 —3: ¥ FYKES Y FOBYEE HW 7L —
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start RET

obtain stack segment —»  delete 1 record

Y L]

obtain stack pointer set MSR
K] ¥
obtain current [P set EFLAG

Found

search IP in
stack recorder

M9 ARy rVa—FzlHw/i¥¥—rT7FLVADF v 0
Fig.9 Checking of overwriting return address using stack

recorder.

IRA Y FOREA
Ef 7O ADOERMIET SN LB (=2 )RS
b)) D7 FLAZEIRL, %@ﬁ%umTMH%W
UHIN—Fy 27TV —20 8L v 2&ET 5.
&b, SlEGSEFRICIE ORI, ImmuneINT01H
HI—NENBEI LIk A,
5.3 8 B
Tk A0 — Mg, SEGFLE7 A VF 8o
T, BB LEZERL, Ay s La—-FrHwn
TAEREITT FLABBIRE WS TF v 7T 5,
FNE3 — 1 PO L
BB NI L BRI, BISMAEE 2 F4E X, saved EIP
(V=T FKLR) A% v 7 La—FRET5.
Flg 3 — 2 : BED S OER
oz, Ay s La—FEHnl) -7 FFL X
DF v 7 DEHE7 O —%R" L7, Sk SE 7 ¢
WIIWZEST, Ry 7T XN, Ry 2 RL Y
%, BRAIED instruction pointer D NEIZMEASEE & L
BRI, BEOETTNLAR L EIZ, Ry 7 L
D—FERETH. AF v 7 La—FIBEDETT
FLADBEMENTWIUE, Ny 77— n"70—%
HRBWELT, La—F%212BT5. BED

SUEGSME T 4 V7 # AWEARE 70 & AL E G HEEOFE 1943

BE, E77 FLABROD L 27 hiE, saved EIP
(V=T FLR) EBEDETT FLAKEL >
TBY, Ny T7F—N70—FPRI L LT, K
I DMME~E L.

5.4 7O+tXNDELE

BEY AT LOEMIE, O—h VEREFTHLDIE
IBOBRIZ, BISVLE 2 BEZETHwLELD, Ny 77
F=NTU—PRI-EEEATOSIZTursrs6ay
FO—VEEITIZ, WEREEETEIHEIIHS.
KHXTIE, Ny 774—N70-SZ o770t
ADRIE B %47 ) AL, é&7ntx%ﬁmé
57917, INTOSH a5 2@ L7z, BMAEIC
RET @5 DK %ﬁéhéﬁ%@?}vx%ﬂﬁb,
% Z % INTO3H 5 ICHF SR 5.

6. F MM X &

KEFXLTIE, BEVATFLOFMEREL LT, O—
HIWINY T 7 A —=NT70—ORBEEOER L, B
Rr T —IN—AYF—=NOTO L AIZREL, NHA
BB LTYRATLAOBMEHE L. #EV AT A
12, Intel™ IA-32 D@4 b L —AEFEEEBFL T3
PentiumPro LLED 7t vt s, Pentiumlll
1GHZ # &R L TEE®4T-72. OS iX, Microsoft
Windows 2000 SPO T& 5.

6.1 UE—INyTrA—/NT7O0-DKRH

KETIE, BEVATAIEB)E— Iy T 74—
N7 O -5 OFMERIZOVWTHRNSL, $/2, 3B
TR E—=T 4y 7Ny 7 7F =710 =D
& LT, 2003 #2172 Microsoft SQL Server 2000
DIETHEAFIH T 2B R LRI T 5.
0z00b0 89e5 5168 264 6cbc 6865 6¢33 3268 6b65
..Qh.dllhel32hke
0z00c0 726e 5168 675 6e74 6869 636b 4368 4765
rnQhounthickChGe
0z00d0 7454 66b9 6c6c 5168 3332 2e64 6877 7332
tTF.UQh32. dhws2
0z00e0 566 b965 7451 6873 6f63 6b66 b974 6f51
_f.-etQhsockf.toQ

FOXFERNE, F— TV — AOBAREAY XA T L
T& 5% SNORT 28115, 20034 1 A 25 H 9 By
H, 2F0) Y7 =F v SID:2003 (ZHET AR,

A=V YT AMTERBEINTW o = F=F

D—EMWEIFFL12bDTH 5. FEFEE, R—F
1434 123 LCY E—= My 77 =N 70— % RA
A7, FHH 1T EHECY 7=F Y EDTo L)
[N | RO A
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81 f1 08 01 04 9b zor ecx, 9B040103h ¢, 10,000 BlO o — A VEBFETETD 24%EE
81 f1 01 01 01 01 zor ecx, 1010101k Thbizw, TOHTIX, RBEDRT LITED AR
51 push ecz RTHBENTAHZENTETHAZEPHL I ko7,
9B040103 zor 1010101 = 9A050002 = port 1434 6.3 DB 7Ot XDOBSHEAT
-;AF_INET AEICHRR S FHMEER TIE, CPUMSHARIZOWVT,
Fo3rFEFNZ, SID:2003 DY =F ¥ D, content PentiumlIIl 1GHZ ### L7~ VXL T, SE-
DA EHBLIZDDOTH S, 22T, LTHIFz2 LECT & INSERT OB HHK L 7— ¥ RS 2 &L S
DOFINE, WTRLRET —LDRA T — FO—E #, FNFR50 B SV EREL, EHELo/b
MO0 THY, FBEOBEFEIINLT, DELUTORIERTS. BAdRE LIzTF— & N—
BHOFFNC L 2HHERF MRS I L EV) Z AH—/80%, Bk L7z Microsoft SQL Server 2000 T
AR NG, EEIZ, ZTOKR— b 1434 ~DEE H5.
DEERIE, F7—L0BHTIEH LA, FALKEHE £ 413 BHEHAROFT—FR—-AfTERIEATS
#7) 70750k, ROBRRETERLZES INSERT » 2 LY #%E LD AT LDHM%
5, HRELUTHENICEMTH L2 LT 2 #F HELZZDDTHS. CPU OFARITMEAEICE
T WERED T — ADSRET B Z EHEIO LRI CCEIC R > TR0 G05. BREVATALATH,
Dro2oBEDY F=FxiZYE— Ny T 7F— 1GHZO7uty¥% T, 1D M U7 aril30
N7a—%(RITHALREI— Fo—#emmbiiLcd Hor ) BT S L S0%RBROBRIEPNSZ
DTHAH., BEVAT LTI GFUET 1V % EHAHB L. kIS, B0t A READ RORL
v, 7atXFNy FEROBREEZIT) 7290, 2 BAEKE L2 — ADKEEL UTIORT.
DDY T ZF ¥ DBENIDH DS TRIRBEFEL R &5 Tld, RO F— 5 N—A%BHT 5 SE-
L, ERETHELZIT) PP O LN, LECT 2 TV 2% E LIZFHED Y AT A DEF %l
+2 Tid, FRROEBRBRRIIBWT, JE—- MY £ L7.. READ 2027 1) O34, MBI HEZ
TTA=NTU—-DIREFESE, BREVAT LKH
e, BEVATLADPBREL TR WVWHETOY X
FLEMEAELLZDDTH S, EHLLDTr—AbE

#&3 T VREIFOHLEKE CPU AR (%)
Table 3 CPU utilization corresponding to number of
times of calling local function (%).

R TOELRIBWT, VE=- Iy T 74 =17 T AT
O—2RELTEBY, REV AT LR TIIHRE & 100 8.75
T AOHBEIEI Y ThIE. BRELT, BREY 200 9.12
A5 AHERE L7 & HB L TR < % B, oo o0
ZOHES: CPU AR 1%ICNE D, FER»SL I, 1,000 10.33
HEY L BFERCREY A7 LA RS LHTE 5:000 1425

N 7,000 17.31
HEVZD. 10,000 24.89

6.2 O—AHIEABNUHLOARER
#3113, BREVATLEEEICBITA, -7 IVE

FIF O L OER & 0 CPU A2 % L7 6 0 % 4 DB 7UtAR5#EEn INSERT LEED CPU % (%)

Table 4 CPU utilization in DB processing INSERT query

THhb. ZOFRKRE, OSOEEL I3 1 TDORE
[EDOFEICHERFE LTS LBES N A, BRI
B DI H LRI U TSI 22 &35
Motz $FiC, BBOETEEA 1,000 BILADSE,
BMHITITT 10BREICPORT A Z LA L. £
7z, 1,000 B2 B2 72HE&TH, BRFRITHEIZIHEM

%2 YVE-INy77F-N7u0-RERO CPU #HE (%)
Table 2 CPU utilization in preventing buffer overflow
(%).
BEVATLERE 2.86
REATLELE 2.57

(%).

B 30 10 5
BREVATLIEE) 4785 175 9.14
BEVATLEL  4.46 3.13 2.23

% 5 DB 7o+ Xpiffise SELECT EED CPU #AX

(%)

Table 5 CPU utilization in DB processing SELECT

query (%).

MBI 30 10 5
BREVATLEE 148 1.21 097
BERVAFLELE 128 1.08 0.89
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% 6 DB 7u-tARf#iEEO INSERT MEFO CPU #HE (%)
Table 6 CPU utilization in DB processing SELECT
query (%).
7— %% (byte) 500 200 50
RECATLHE 1.89 1.61 1.39
REVAFLEE 171 137 118

R7T REFELMOMFFEE DK
Table 7 Comparison of Branch IP filter with previous

methods.
- YEN FOLE wE AR
StackGuard/SSP | & AU
Bounds Checking | & 7T +*
OpenWall AE (H—A2MPS) BT b
REFHE TR L X

THAEMBICEERIIILALLZVWEVZ S, 2205,
T—= I R=ZAHF—=N(ZDoWnT, A2 H READ /D
a<y FOAR%EZFfHF, WRITE ® INSERT % &
DTy FIZHEHLSDAEFTT S L W) FIHEEED
=A%, REVATFLIBEIIANTHLEN)
ZENEZLNA.

®6 X, BEMNROTFT— ¥ X—-2 70+ ZIZ IN-
SERT @27 IV k%o 2lRD, F—FDRE&ICL-
T CPU DAMEEZH--#ERTHD. EERIZE - T,
WRITE RO a2~ > FEEET A546, LEGRIC
Lo TAMBRIEILTE, F—FOESICE-T,
BRRIZILAELELL W AL, Zhid,
RBEARNZ V7 =F ¥y HRTERL, TOEAT Y
FEBEHE L TnED, Rfu—FxFzy 787
2, —ED 3R Ey FROEFTT FLADEBR L RE
TH0THA. |EVAT LN V—RIID2VTD
Ar—S¥ )74 R RET AL, 2L ziE, WEB
BHOT—FR=AT 72 AIZ2WT, WEB H#—2\
OINER, = b L ORIZ, TaF Y- NEH
H3E, WBRHESS VIS, T—FN—AH =D
CPUMHERLZLIIMIELT, 70X —NI—k
BT 2L EOTBE, MEAY—-F2EZLDL%
ELT, RKEDZ ) LTREN Fay FLew
IIVTELATF LB ENEZOND, HBHWVIT,
HEOIBEETOT ) r—2a = "0z
BWC, —BHIC 7 ) 2 RETAHRDIEZLONS
H, ERTEEMED 5 VIIEZHEICBWTRETRE
EHFR > TWn5b,

7. TEHESHEDOEHR

AL TE, CPUDFIMTF/NY 7 /fas b L — R
BEAVT, SEGSLELE T VY L, ETT FL

sllll

DA ST 4 IV & & RV AIE 7 OB A LR B EHEE O 1945

ADEBEF v 735 ETRET T LR % ERH
THIEH T 2 FELZRRELL. BEVAT LG, Ny 77
F—nN"7u—OEICER SR, BEEEYRLY T B
TrTOBINANET)I I ERL, RETOEA
DIEIEDTRETH D EPFHL Ik, KT IS,
ST 4 V5 & VI AFE L EERRETO
RO FEE OB ERL .

BREEORELFHEFEIE, OpenWall & IREFHE
THAH, OpenWall i3/ 7 74 —1"7 10— %R
TEDAT, WEZZIT-70t ADFEIIAREE
Thab. —F, AETOLADEIENTEEZFEE,
Bounds Checking L REFETHSH. ZOWMEHEL D
EBIZBWT, REFHEEIEI VA VELELLE
WEZAHIHERYVH S, FHHERTIE, T—A /Ny
77 A= 7u—HROREMERE, FENRIIT—
FNR—=AY—=NDTOLARHKEL, 7TV NBEANE
G U CERME LT, #YREGTTREVAT A
DVHETEHEZEFHL PR o7,

;WA AR/ LOIR/E Y A7 4821, US Air Force
Office of Scientific Research (Bh#F & AOARD 03-
4049) DXTHFZT T 5. 7z, TERFEYE 21 #
# COE 7u 7z 7 Lk A 747 - QI EEED
BREZEOHP LWV ICHELRLT.
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