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Chapter 16 ®)
Prevalence of AI Misapplications e
and Their Implications for Our Future

Yoshiyasu Takefuji

Abstract The emergence of generative Al has brought forth significant concerns
regarding Al misapplications on a global scale. This paper presents an explain-
able Al framework, leveraging SHAP (SHapley Additive exPlanations), to illumi-
nate potential societal impacts and risks associated with these technologies. We
emphasize the critical importance of understanding the tools and methodologies that
researchers worldwide have implemented and distributed. Furthermore, we propose a
paradigm shift in research practices, advocating for responsible and ethical AI appli-
cations that benefit society at large. Despite the urgency of addressing Al misap-
plications, prominent scientific publications, including Nature, Science, and Cell,
have not adequately addressed these concerns, suggesting a potential gap in edito-
rial awareness regarding the broader implications of Al technologies. To bridge this
gap in academic discourse, we recommend robust statistical approaches for eval-
uating Al systems, including nonlinear and nonparametric pairwise methods such
as Spearman’s correlation with p-values, Kendalls tau with p-values, Goodman—
Kruskal gamma with p-values, Somers’ D with p-values, and Hoeffding’s D with
p-values, while Mutual Information (MI) analysis examines complex multivariate
interactions. This comprehensive approach aims to establish more rigorous standards
for Al research and promote responsible innovation in the field.

Keywords Feature importance + Random forests -+ SHAP values - Biases *
Statistical methods - Machine learning

16.1 Introduction

Many editors and editorial teams often underestimate the significant impact of biases
introduced by Al algorithms, leading to flawed conclusions when fundamental Al
principles are misunderstood. These biases are frequently introduced inadvertently
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by users who do not fully grasp the assumptions underlying Al tools, and any viola-
tion of these assumptions can significantly distort outcomes. Although experts in
their respective fields, researchers, editors, and reviewers often employ Al technolo-
gies—such as machine learning predictions, feature importance analyses, and feature
reduction—without a full appreciation of their implications.

This paper seeks to clarify key Al concepts to enhance research integrity, focusing
on the significance of feature importance and the critical role of cross-validation. Itis
crucial to recognize that target prediction accuracy and feature importance accuracy
are distinct; high target prediction accuracy does not necessarily equate to reliable
feature importances. In fact, while cross-validation is valuable for evaluating predic-
tion performance, it does not inherently improve the accuracy of feature importance
assessments.

Researchers must grasp the critical role of ground truth values in Al applications.
In supervised machine learning, ground truth data serves to validate target predic-
tion accuracy; however, feature importance metrics lack such definitive reference
points. As a result, different models employ various methods for computing feature
importances, leading to discrepancies among their outputs. This inherent variability
introduces significant biases in machine learning models—even those with high
target prediction accuracy—which must be carefully considered when interpreting
results. Over 100 peer-reviewed articles documented non-negotiable biases in feature
importances from machine learning models.

The authors made substantial contributions to the study across multiple
dimensions: conceptualizing the research framework, designing the methodology,
analyzing data, writing and editing the manuscript, overseeing the research process,
securing funding, and ensuring the accuracy and integrity of the findings. However,
in several high-profile studies published in journals such as Nature, Science, and
Cell, some supervisors lack a clear understanding of the limitations inherent in
explainable Al tools like SHapley Additive exPlanations (SHAP). Additionally,
many researchers do not adequately distinguish among machine learning predictions,
feature importances, and cross-validation techniques.

The command ‘explain = SHAP(model)’ indicates that SHAP not only reflects
but can also amplify existing biases in feature importance calculations. This issue is
further compounded by the segmented roles within research teams, which can lead
to a disconnect in sharing fundamental Al principles. Such disconnects may result
in misleading outcomes and evaluation errors that have significant, adverse societal
impacts.

This paper highlights that over 80% of journals reject articles that either emphasize
bias or present conclusions influenced by it, while fewer than 20% of submissions are
accepted. This trend can be attributed to the fact that many editors may not recognize
bias as a critical issue.

28 peer-reviewed articles were published in prestigious journals across diverse
fields [3, 23, 25, 34, 48, 35, 49, 36, 50, 51, 37, 52, 38, 39, 53, 54, 40, 41, 42, 55, 43,
56, 57, 44, 45, 46, 58] to support this paper.
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16.2 Fundamental Theoretical Principles of Machine
Learning

This paper delineates essential principles of artificial intelligence crucial for robust
research methodology. While machine learning algorithms excel at predicting target
outcomes with high accuracy, they often generate potentially biased feature impor-
tances, selections, and reductions. This bias stems from the fundamental challenge
that feature importance calculations lack ground truth validation, unlike target predic-
tions whose accuracy can be directly verified. Consequently, high predictive accuracy
does not necessarily translate to reliable feature importance measurements. Statistical
analysis addresses this challenge through three critical components: understanding
data distribution, evaluating statistical relationships between variables, and vali-
dating statistical significance through p-values. Traditional robust methods, including
Spearman’s correlation, Kendall’s tau, Goodman—Kruskal gamma, Somers’ D, and
Hoeffding’s D, incorporate these components and provide statistical validation
through p-values. However, these methods are limited to pairwise analysis, making
them insufficient for understanding complex multivariate interactions. To address this
limitation, Mutual Information (MI) analysis emerges as a powerful tool capable of
capturing and quantifying intricate relationships among multiple variables simultane-
ously, thereby offering a more comprehensive understanding of feature interactions
in Al systems.

In addition, cross-validation is a powerful tool that helps verify the accuracy
of predictions. Unfortunately, it does not extend to evaluating the reliability of
feature importances derived from machine learning models. This limitation can
lead to misleading conclusions if researchers assume that high prediction accuracy
automatically translates to trustworthy feature importances.

The integrity of research outcomes can be severely compromised when method-
ological assumptions are violated in Al applications. Specifically, the misappli-
cation of linear methods to nonlinear data or parametric approaches to nonpara-
metric distributions can lead to substantial distortions in results. These method-
ological misalignments, combined with inherent algorithmic biases, underscore a
crucial point: biases and errors in Al systems are fundamentally human-induced
phenomena, stemming from decisions made during model design, implementation,
and interpretation. The root cause of these issues often lies in researchers’ insufficient
understanding of fundamental machine learning principles, leading to the introduc-
tion of significant biases and errors that can propagate through the entire analytical
process. This emphasizes the critical need for robust theoretical grounding and appro-
priate methodological choices in Al research to ensure reliable and valid scientific
conclusions.

Based on these Al principles, this paper presents examples from esteemed jour-
nals to illustrate how such biases and methodological errors can impact research
findings. As diligent researchers, it is essential to pursue unbiased algorithms and
robust methodologies. Relying on potentially biased calculations can lead to incor-
rect conclusions, adversely affecting the validity of data analyses and, ultimately,
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the broader implications of our work. Be aware that employing linear or parametric
methods for analyzing unknown or biological data should be avoided, as such data
typically exhibit nonlinear and nonparametric characteristics.

16.3 Case Studies of Biased Calculations

These biases can lead to outcomes that deviate significantly from true results. Impor-
tantly, this issue is not confined to isolated studies [21], it is a widespread concern
affecting 34 articles published in Nature and other esteemed journals such as Cell,
Nature Methods and others. Each of these articles addresses the bias issues stem-
ming from feature importances in machine learning, which can lead to incorrect
conclusions. Therefore, it is crucial to recognize that feature importances are model-
specific and do not necessarily reflect true associations between the target variable
and individual features. This highlights the necessity for careful consideration and
mitigation of biases to ensure the reliability and validity of machine learning results. If
left unaddressed, more researchers may rely on flawed feature importances, drawing
inaccurate conclusions.

Schade et al. developed a classifier to predict sensitivity in triple-negative breast
cancer, presenting a promising therapeutic approach for this aggressive tumor type
[27]. Their classifier utilizes feature selection through Random Forest (RF) and
Support Vector Machine (SVM) algorithms. However, feature selection with RF
and SVM can introduce inherent biases due to their model-specific characteristics.
Random Forest may prioritize features with greater variability or those character-
ized by complex interactions, potentially overlooking relevant but less prominent
features. In contrast, SVM focuses on maximizing the margin between classes, which
can skew feature selection toward those features that most significantly influence the
decision boundary, thereby missing other important associations. Such biases can
result in the misidentification of key features, compromising the accuracy and reli-
ability of the classifier. The term “model-specific” indicates that different machine
learning models yield distinct sets of selected features. Schade et al. illustrate this
model-specific nature by demonstrating how various algorithms prioritize different
features, even in the presence of true associations.

In another study, Shenhav et al. trained a gradient-boosted decision tree model
to differentiate between children diagnosed with asthma at age three and healthy
controls using data from nasal and gut microbiomes [29]. They employed tenfold
cross-validation for training and testing and combined microbial trajectories with
components from human milk, evaluating prediction accuracy using area under
the receiver operating characteristic (auROC). Feature importance was assessed by
ranking microbial taxa and human milk components based on their contributions to
model performance. This study raises a critical alarm regarding the use of feature
importance in machine learning applications due to inherent biases that could lead to
incorrect conclusions. It emphasizes that models such as gradient-boosted decision
trees (GBDT), when used to compute feature importances, may not accurately reflect
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true associations between the target variable and features, as these importances are
model-specific and can mislead interpretations.

Almet et al. examined the top upstream transcription factors ranked by their regu-
latory effects on outflowing Sonic Hedgehog (SHH), utilizing random forest feature
(Gini) importance to measure these effects [2]. The feature importances were calcu-
lated over 10 runs, with data presented as the mean =+ standard deviation. The methods
employed in this study can lead to incorrect conclusions.

Interpretable machine learning (IML) is essential for extracting meaningful
insights from complex biological data. Chen et al. [8] identified three key pitfalls
in the application of IML within biological contexts and offered strategies to miti-
gate these challenges. First, relying solely on a single IML method can yield biased
assessments of feature importance. While cross-validation is effective for evaluating
prediction accuracy, using multiple IML methods for cross-validation does not neces-
sarily clarify target-feature relationships and may lead to misleading conclusions.
Secondly, many IML techniques inadequately capture genuine associations between
targets and features, often resulting in an overemphasis on irrelevant variables.

Even within the realm of safety science, the critical issue of bias has been
overlooked by the editor. Lian et al.’s Data-Knowledge Hybrid-Driven Ensemble
Feature Selection (DKH-EFS) method, while promising, relies on feature impor-
tances derived from Random Forest (RF) and Support Vector Utility Vector (SUV)
algorithms, both of which are inherently biased. The RF algorithm tends to favor
high-cardinality and high-variance features, while the SUV algorithm is sensitive
to feature scaling and multicollinearity [19]. These inherent biases can result in the
selection of misleading features for health assessments, ultimately jeopardizing the
accuracy and reliability of the DKH-EFS method.

Dong et al. developed a sophisticated model to identify inefficient public open
spaces (POSs) [10]. They employed a random forest approach, which constructs
multiple decision trees through random sampling and the selection of random
features. This powerful technique enables the model to effectively fit training samples
and evaluate the significance of input features, ultimately generating predictions
based on a voting or averaging mechanism. To quantify the importance of various
indicators, they utilized the SHAP method. In this framework, a higher absolute
SHAP value signifies greater relevance of the feature in the model’s predictive
process.

However, itis imperative to recognize that many researchers, including Dongetal.,
may overlook the critical distinction that machine learning feature importances do not
necessarily represent true associations between the target variable and the features,
due to the model-specific nature of these computations. This model-specificity
implies that different algorithms yield varying feature importance scores, suggesting
that the computed importances are not genuine associations but rather distortions
influenced by the models’ characteristics. In other words, random forest consistently
and inherently suffers from biased feature importances [7, 22, 24, 33, 59].

This paper argues for a clear distinction between using machine learning for
accurate prediction and employing it for feature importance calculations. While the
use of machine learning for predicting target variables is valuable, relying on it for
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determining feature importance consistently leads to inherent biases and erroneous
conclusions.

Additionally, although SHAP is widely embraced by researchers, its reliance on
machine learning models makes it susceptible to the same biases inherent in those
models. Consequently, when models produce skewed feature importances, SHAP
inadvertently inherits these biases, leading to potentially misleading interpretations
[5, 32]. Therefore, it is crucial for researchers to exercise caution when interpreting
feature importances derived from machine learning techniques and to differentiate
clearly between predictive and explanatory uses of these models.

Random forest is widely recognized for producing feature importances that are
inherently biased. In fact, over 100 peer-reviewed articles have explored this issue in
detail [7, 22, 24, 33, 59]. To address the shortcomings associated with biased feature
importances, researchers should consider employing robust statistical methods [1, 14,
18, 30, 60], such as Spearman’s correlation with p-values and Kendall’s tau with p-
values. These approaches provide a more reliable assessment of feature significance,
independent of machine learning models and free from the biases that can distort
interpretations. This paper advocates for employing robust statistical methods and
discourages the use of feature importances from machine learning models. This paper
addresses why random forest generates feature importance biases.

Understanding the biases associated with random forests and SHAP requires a
closer look at their algorithmic structures and underlying mechanisms. Both method-
ologies have distinctive algorithms that contribute to the emergence of biased feature
importances and interpretations.

Random forests are an ensemble learning method that constructs multiple decision
trees during training. Each tree is trained on a random subset of the data, using the
bootstrap aggregation method, which introduces randomness but also potential biases
based on how samples are selected. Since each sample may favor particular instances,
especially if the dataset has some inherent imbalance or noise, this randomness can
be a source of bias in the feature importances reported by the model.

When building decision trees, random forests randomly select a subset of features
to determine the best split at each node. This feature selection process can dispro-
portionately favor certain features that yield better splits by chance. If a feature
consistently appears in multiple trees due to this randomness, it may be assigned an
inflated importance score, even if its contribution to prediction is not fundamentally
strong. This phenomenon is compounded when features are correlated, as trees can
erroneously attribute importance to one correlated feature over another based on
random occurrences in the dataset.

To measure the “goodness” of a split within decisions, random forests we often
use metrics like Gini impurity or entropy. These metrics evaluate how well a feature
separates the classes, and if a feature provides significant splits in the majority class,
it can lead to the model placing excessive importance on that feature. This situation
creates a bias in the interpretation of feature relevance. Moreover, in imbalanced
datasets, features that are related to the majority class can dominate the measure,
while features relevant to the minority group may be overlooked altogether.
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While itis true that random forests are generally less prone to overfitting compared
to individual decision trees, they can still overfit to noise in the training data. Such
overfitting skews feature importances, especially if the noise correlates with the
target variable, thereby distorting the model’s assessment of which features are truly
important.

On the other hand, SHAP values are derived from cooperative game theory,
treating features as players contributing to a prediction. The calculation of SHAP
values is based on considering all possible combinations of the features, which can
be computationally intensive. However, this approach does not inherently correct for
biases that may exist in the underlying model. SHAP values are contingent on the
predictions of the model they explain. If the model exhibits bias, such as inflated
feature importances due to correlation or selection bias, the resulting SHAP values
will reflect and potentially amplify these biases.

Moreover, SHAP provides a local approximation of feature contributions based
on the area around a specific prediction. The method employs a linear model to
approximate how each feature influences the prediction for that instance. However,
if the underlying model is biased or exhibits complex interactions not captured in
the model training, the SHAP values may misrepresent the true importance of those
features in broader contexts, leading to skewed interpretations.

Finally, SHAP assumes that features contribute independently to the prediction
outcome. In reality, interactions between features can complicate this assumption,
which can lead to biases in the assessment of feature contributions. If a feature
interacts with others in ways not taken into account during model training, the corre-
sponding SHAP values can misrepresent its importance, further perpetuating any
underlying biases.

In summary, from an algorithmic perspective, the biases in random forests arise
from their ensemble approach, feature selection randomness, and the impact of noisy
data on decision-making. In contrast, SHAP amplifies these biases through its depen-
dence on model-specific outputs and assumptions regarding feature contributions.
Recognizing these algorithmic intricacies is crucial for researchers aiming to accu-
rately interpret feature importances and make informed decisions based on model
outputs. By understanding the limitations of both random forests and SHAP, practi-
tioners can navigate potential pitfalls in their analyses and consider complementing
these methods with more robust statistical techniques to obtain clearer insights.

Three articles published in 2023 and 2024 in the International Journal of Informa-
tion Management [9, 15, 16] highlight pitfalls associated with feature importances.
These studies should reevaluate the associations between the target and features using
Spearman’s correlation with p-values, rather than relying on feature importances in
machine learning. This week, two articles in the Nature Portfolio have been identified
as having these pitfalls [61, 28].

Instead of investigating individual articles [9, 15, 16, 61, 28], this paper addresses
the broader issue of why feature importances in machine learning are biased and
do not represent true associations between the target and features. Feature impor-
tances are byproducts of machine learning models, where the primary goal is to
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improve prediction accuracy between the target and features, rather than to calculate
associations between the target and individual features.

In other words, the problem lies in the fact that feature importances derived from
machine learning models do not necessarily represent true associations between the
target and features. These feature importances are model-specific and can induce
biases. The following summarized reasons substantiate this claim:

1. Model-Specificity: Different algorithms may assign varying importance scores
to the same features, leading to discrepancies in the perceived importance of
variables [6, 31].

2. Correlation versus Causation: Feature importance measures the correlation
between a feature and the target variable, but it doesn’t establish a causal
relationship [11, 26].

3. Feature Interactions: Machine learning models can capture complex interactions
between features, which might not be fully accounted for in feature importance
methods [8, 13].

4. Overfitting: Overfitting can inflate feature importance scores, leading to features
being deemed more important than they actually are [4, 17].

5. Data Distribution: The distribution of data can influence feature importance,
with features that are more informative for distinguishing between classes in a
particular dataset having higher importance scores [12, 20].

Given the current prevalence of explainable Al tools like SHAP, it is prudent to
temporarily rely on robust statistical methods, such as Spearman’s correlation and
Chi-squared tests, to assess associations between targets and features. These tradi-
tional statistical approaches come with well-established metrics, including p-values,
which help in determining the significance of relationships without the inherent
biases that can arise from certain machine learning algorithms.

In addition to these methods, it is essential to seek out algorithms that minimize
bias, ensuring that our analyses are grounded in reliable and objective data interpre-
tations. By prioritizing approaches that are free from bias, we can cultivate a more
holistic and accurate understanding of complex systems. This shift not only enhances
the integrity of our findings but also builds greater trust among stakeholders who rely
on our results for decision-making.

Ultimately, while explainable Al tools are invaluable for interpreting complex
models, the foundational robustness provided by established statistical methods will
safeguard against potential misinterpretations. As we navigate the evolving landscape
of data analysis, it will be crucial to balance modern techniques with traditional
methodologies to foster comprehensive and unbiased computing practices.
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16.4 Discussion

The presence of biases in machine learning studies is a pressing concern that signifi-
cantly impacts the reliability of research outcomes. These biases arise from a variety
of sources, including the model-specific nature of feature importance calculations
and the misunderstandings surrounding fundamental Al principles. Many editors and
editorial teams often underestimate the significant impact of biases introduced by Al
algorithms, leading to flawed conclusions when these principles are misunderstood.
These biases are frequently introduced inadvertently by researchers who do not fully
grasp the assumptions underlying Al tools, and any violation of these assumptions
can distort outcomes significantly.

A critical factor contributing to these biases is the failure to distinguish between
target prediction accuracy and feature importance accuracy. While machine learning
models may achieve high accuracy in predicting outcomes, this does not guarantee
that the feature importances derived from these models are valid. For instance, models
like Random Forest and Support Vector Machines may over-prioritize features
based on the algorithms’ inherent characteristics, resulting in inflated importance
scores for certain features. Additionally, the training data can introduce biases if
it contains imbalances or noise, further distorting the feature importance outputs.
Thus, researchers must understand that failures to maintain methodological assump-
tions—such as applying linear methods to nonlinear data—can exacerbate these
issues.

Moreover, while cross-validation is a valuable technique for assessing predic-
tion performance, it does not inherently enhance the accuracy of feature importance
analyses. This misconception can lead researchers to draw erroneous conclusions,
believing that an accurate model necessarily produces reliable feature importances.
As a result, discrepancies among feature importance outputs from various models
become significant, further complicating interpretations and increasing the likelihood
of flawed conclusions.

The issue is further compounded by the segmented roles within research teams,
which can create a disconnect in sharing fundamental AI principles. Supervisors
and researchers alike, despite being experts in their respective fields, may lack a
clear understanding of the limitations inherent in explainable Al tools like SHapley
Additive exPlanations (SHAP). Such disconnects can lead to misleading outcomes
and evaluation errors that may have significant adverse societal impacts.

This paper seeks to clarify key Al concepts to enhance research integrity by
emphasizing the importance of ground truth values and the critical role of feature
importance and cross-validation. In supervised machine learning, ground truth data
validates target prediction accuracy; however, feature importance metrics lack defini-
tive reference points, making their reliability questionable. Over 100 peer-reviewed
articles have documented non-negotiable biases present in feature importances
derived from machine learning models, highlighting the urgency of addressing these
concerns.
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Itis notable that over 80% of journals reject articles that emphasize bias or present
conclusions influenced by it, while fewer than 20% of submissions are accepted. This
trend suggests that many editors may not recognize bias as a critical issue, which
can perpetuate flawed analyses and misinterpretations across published research.

Furthermore, this paper outlines several fundamental principles of artificial intel-
ligence essential for sound research practices. Relying on biased calculations can
lead to incorrect conclusions, negatively affecting the validity of data analyses and
the broader implications of research findings. For example, employing linear or para-
metric methods to analyze biological data—which typically exhibits nonlinear and
nonparametric characteristics—can introduce significant distortion in results.

In conclusion, understanding and addressing the biases inherent in machine
learning methodologies is vital for preserving research integrity. Through careful
engagement with these principles, researchers can improve the accuracy of their
findings and avoid common pitfalls related to feature importance and predictive
modeling. By prioritizing robust methodologies and a comprehensive understanding
of Al tools, the research community can work toward producing reliable, impactful
outcomes that genuinely reflect the underlying data associations.
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